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Objectives of this Presentation

Cyberthreats and Security

-- A Writerôs Life

-- The Changing Landscape (2015 v 2018)

-- Information Security ïA body of knowledge

Information Security Management Models for Risk 
Management

-- Risk Management Framework (NIST SP 800-37)

-- Deming Cycle - Plan-Do-Check-Act

-- OODA Loop (Joe Boyd, USAF Fighter Pilot)

-- NIST Cybersecurity Frameworks

Featured Articles

-- Cyber-Resiliency Workforce

-- Ocular Biometric Datasets

-- Evolving Cyberthreats to Privacy

VPKI Hits the Highway (use case)

-- Connected Car and Cooperative ITS

-- Security Communication for Intelligent Transportation Systems

-- Security Credential Management System (SCMS)

AI and Machine LearningïRick Management for Finance Industry

-- AI-ML are a Hot Topic

-- Under Construction
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Tim Weil ïNetwork Program Manager

Tim is a Security Architect/IT Security Manager with over twenty five years of IT 

management, consulting and engineering experience in the U.S. Government and 

Communications Industry. His technical areas of expertise includes 

FedRAMP/FISMA compliance for federal agencies and cloud service providers, IT 

Service Management, cloud security, enterprise risk management (NIST) for 

federal agencies and ISO 27001 compliance for commercial clients.

He is a Senior Member of the IEEE and has served in several IEEE positions -

Chair of the Denver Section (2013); Chair of the Washington Section (2009); 

Cybersecurity Editor for IEEE IT Professional magazine. General Chair - IEEE 

GREENTECH Conference (2013) 

His publications, blogs and speaking engagements are available from the website -

http://dev.securityfeeds.us

http://dev.securityfeeds.us/
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A Writerôs Life ï
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IT Professional Security Issue (2015 vs 2018)
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Managing Information Security Risk

Encryption

IT

Governance

IT 101 ïWhat Problems Are We Trying to Solve?

Identify óFix-Itô areas in the program

Understand Current State (Remediation)

Improve óad hocô, ónot my problemô state

Reduce Program Risk

Improve Continuous Monitoring Process
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A Cybersecurity Body of Knowledge ïIEEE Security and Privacy (May/June 2018) 

ñScoping the Cyber Security Body of Knowledgeò  Awais Rashid, et. al
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Editorôs Introduction
https://www.computer.org/csdl/mags/it/2018/03/mit2018030020.html

Cyberthreats should not be thought of just in the context of IT security and privacy design. Adequate cybersecurity must 

involve the active participation of everyone in an organization, as well as users.   Approaches generally reflect some 

variation on the common-sense method of evaluating the problem, preparing, acting, and assessing the results.

Federal agencies use the Risk Management Framework (RMF) to Assess and Authorize enterprise systems

Managers learn a Plan-Do-Check-Act (PDCA) cycle.

Fighter pilots are taught to Observe-Orient-Decide-Act (OODA). 

In cybersecurity the latest incarnation of this common-sense approach is the popular NIST Cybersecurity Framework 

(CSF), which teaches Identify-Protect-Detect-Respond-Recover. 

As in other fields, these activities are intended to be performed in a continuous cycle, modifying plans and actions as 

the organization learns from successes and failures.

https://www.computer.org/csdl/mags/it/2018/03/mit2018030020.html
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The FISMA Risk Management Framework. 
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Information Risk Management (IRM) is the practice of determining which Information Assets 

need protection and what level of protection is required, then determining appropriate 

methods of achieving that level of protection by understanding the applicable vulnerabilities, 

threats and countermeasures.
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The FISMA Risk Management Framework. 
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ISMS PROCESS CYCLE

PLAN
Establish 

ISMS

CHECK
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Review ISMS

ACT
Maintain &

Improve

DO
Implement &
Operate the

ISMS

IS POLICY

SECURITY 
ORGANISATION

ASSET 
IDENTIFICATION & 

CLASSIFICATION

CONTROL 
SELECTION & 

IMPLEMENTATION

OPERATIONALIZE 
THE PROCESES

MANAGEMENT 
REVIEW

CORRECTIVE & 
PREVENTIVE 

ACTIONS
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Plan Do Check Act
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Risk Management - OODA Loop

Act

Accept, Transfer, Mitigate, 
Remediate, or Avoid the risk

Observe

Requirements and Work Products

Orient (You are here)

Identify trends

Distill the areas of risk

Identify a coordinator

Streamline the process & incorporate best practices

Decide

IT management goals for reducing risk

Recommended approaches

Allocate Budget and Resource

Remember This?

On the surface ïand how many 

people still interpret the OODA 

model ïit seems to be a simple 

step-by-step loop. For our 

purposes here, in this series, we 

could reframe óObserveô as 

ósenseó ïthe process of sensing 

out what seems to be happening in 

our world ïand óOrientô as ómake-

senseóïliterally ósensemakingô 

from what weôve observed ïwhich 

leads us onward to decide and 

act, at which point we loop back to 

sense and make-sense again.


