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Objectives of this Presentation

Cyberthreats and Security Featured Articles

-A Writeros Life -- Cyber-Resiliency Workforce

-- The Changing Landscape (2015 v 2018) - Ocular Biometric Datasets

-- Information Security i A body of knowledge -- Evolving Cyberthreats to Privacy

Information Security Management Models for Risk ~ VPKI Hits the Highway (use case)

Management _
-- Connected Car and Cooperative ITS

Risk Management Framework (NIST SP 800-37) _ o _ _
-- Security Communication for Intelligent Transportation Systems

Deming Cycle - Plan-Do-Check-Act _ _
-- Security Credential Management System (SCMS)

OODA Loop (Joe Boyd, USAF Fighter Pilot) _ _ _ _
Al and Machine Learningi Rick Management for Finance Industry

NIST Cybersecurity Frameworks _
-- Al-ML are a Hot Topic

-- Under Construction
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Tim Weil T Network Program Manager

Tim is a Security Architect/IT Security Manager with over twenty five years of IT
management, consulting and engineering experience in the U.S. Government and
Communications Industry. His technical areas of expertise includes
FedRAMP/FISMA compliance for federal agencies and cloud service providers, IT
Service Management, cloud security, enterprise risk management (NIST) for
federal agencies and ISO 27001 compliance for commercial clients.

He is a Senior Member of the IEEE and has served in several IEEE positions -
Chair of the Denver Section (2013); Chair of the Washington Section (2009);
Cybersecurity Editor for IEEE IT Professional magazine. General Chair - IEEE
GREENTECH Conference (2013)

His publications, blogs and speaking engagements are available from the website -
http://dev.securityfeeds.us
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Managing Information Security Risk

IT 1017 What Problems Are We Trying to Solve?

|l dent Hftyd @aFiexas i n the
Understand Current State (Remediation)
| mprove 6ad hocé, Onot

Reduce Program Risk
Improve Continuous Monitoring Process
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Figure 3. The 19 knowledge areas and their categorization within CyBOK.

AScoping the Cyber
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IEEE Security and Privacy (May/June 2018)

Table 3. Overview of the 19 knowledge areas.

Human, Organizational, and Regulatory Aspects

Risk Management and
Governance

Law and Regulation

Human Factors

Privacy and Online Rights

Attacks and Defenses

Malware and Attack
Technologies

Adversarial Behaviors
Security Operations and
Incident Management
Forensics

Systems Security
Cryptography

Operating Systems and
Virtualization Security

S e ¢ AwaistRgshid et.dchly

Security management systems and organizational security controls, including standards, best practices,
and approaches to risk assessment and mitigation.

International and national statutory and regulatory requirements, compliance obligations, and security
ethics, including data protection and developing doctrines on cyber warfare.

Usable security, social and behavioral factors impacting security, security culture and awareness as well
as the impact of security controls on user behaviors.

Techniques for protecting personal information, including communications, applications, and
inferences from databases and data processing. It also includes other systems supporting online rights
touching on censorship and circumvention, covertness, electronic elections, and privacy in payment
and identity systems.

Technical details of exploits and distributed malicious systems, kagether with associated discovery and
analysis approaches.

The motivations, behaviors, and methods used by attackers, including malware supply chains, attack
vectors, and money transfers.

The configuration, operation, and maintenance of secure systems including the detection of and
response to security incidents and the collection and use of threat intelligence.

The collection, analysis, and reporting of digital evidence in support of incidents or criminal events.

Core primitives of cryptography as presently practiced and emerging algorithms, techniques for analysis
of these, and the protocols that use them.

Operating systems protection mechanisms, implementing secure abstraction of hardware, and sharing

of resources, including isolation in multiuser systems, secure virtualization, and security in database
systems.

of Knowl edgeo
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Edi tordos I ntroducti on
https://www.computer.org/csdl/maqgs/it/2018/03/mit2018030020.html

Cyberthreats should not be thought of just in the context of IT security and privacy design. Adequate cybersecurity must
involve the active participation of everyone in an organization, as well as users. Approaches generally reflect some
variation on the common-sense method of evaluating the problem, preparing, acting, and assessing the results.

Federal agencies use the Risk Management Framework (RMF) to Assess and Authorize enterprise systems
Managers learn a Plan-Do-Check-Act (PDCA) cycle.

Fighter pilots are taught to Observe-Orient-Decide-Act (OODA).

In cybersecurity the latest incarnation of this common-sense approach is the popular NIST Cybersecurity Framework
(CSF), which teaches ldentify-Protect-Detect-Respond-Recover.

As in other fields, these activities are intended to be performed in a continuous cycle, modifying plans and actions as
the organization learns from successes and failures.

12/4/2018
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The FISMA Risk Management Framework.

Information Risk Management (IRM) is the practice of determining which Information Assets
need protection and what level of protection is required, then determining appropriate
methods of achieving that level of protection by understanding the applicable vulnerabilities,

threats and countermeasures.

Starting Point
FIPS 199/ SP 800-60
SP 800-37 / SP 800-53A < FIPS 200/ SP 800-53
Security
f Security Control » Categorization » Security Control ;
Monitoring _Define criticality /sensitivity of Selection
Continuously track changes to the information information system accordingto  Select baseline (minimum) security controls to
system that may affect security controls and potential impact of loss protect the information system; apply tailoring
reassess control effectiveness guidance as appropriate
SP 800-37 SP 800-53 / SP 800-30
System Security Control
Authorization Supplement

Use risk assessment results to supplement the
tailored security control baseline as needed to
ensure adequate security and due diligence

Determine risk to agency operations, agency
assets, or individuals and, if acceptable,
authorize information system operation

SP 800-53A SP 800-18

SP 800-70
Security Control : Security Control
f Assessment « DOCHILS Con_t ] « Documentation *
Implementation

Determine security control effectiveness (i.e., : : Document in the secunty plan, the security
controls implemented correctly, operating as Implement security controls; apply  requirements for the information system and
intended, meeting security requirements) security configuration seftings the security controls planned or in place

12/4/2018
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The FISMA Risk Management Framework.

—\ /'_
Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
Segment and Solution Architectures Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations
7

Repeat as necessary

+ Step 1 *

CATEGORIZE

Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
RISK
* MANAGEMENT *
FRAMEWORK
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS

‘ Security Controls ‘

12/4/2018
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ISMS PROCESS CYCLE

SECURITY
ORGANISATION

MANAGEMENT
REVIEW

PLAN

Establish
ISMS
DO ACT
ASSET Implement & L CORRECTIVE &
IDENTIFICATION & Operate the Maintain & PREVENTIVE
CLASSIFICATION ISMS Improve ACTIONS
CHECK
Monitor &
Review ISMS

CONTROL
SELECTION &
IMPLEMENTATION

CHECK
PROCESSES

OPERATIONALIZE
THE PROCESES
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Plan Do Check Act
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Risk Management - OODA Loop

Act

Accept, Transfer, Mitigate,
Remediate, or Avoid the risk

Observe
Requirements and Work Products

On the surface i and how many
people still interpret the OODA

model i it seems to be a simple
step-by-step loop. For our

purposes here, in this series, we
coul d r@bfsrearmee @ as
0 s e Wisthe process of sensing

out what seems to be happening in
ourworldian®rdédent 6 -as Omake
sensédterally O0sensemakingéb
from what weidwheh obser ved

leads us onward to decide and

act, at which point we loop back to

sense and make-sense again.

Decide
IT management goals for reducing risk
Recommended approaches
Allocate Budget and Resource

12/4/2018

Orient (You are here)
Identify trends
Distill the areas of risk
Identify a coordinator
Streamline the process & incorporate best practices

Remember This?

r
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