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Objectives of this Presentation
Cyberspace – Out Point of Departure

Global transformation caused by COVID-19

-- A Writer’s Life

-- Global transformation of Information Technology Services

-- Risk Landscape Evaluation

-- NIST Cybersecurity Framework (up close)

-- ISO 27001 Information Security Management (BOK)

-- COVID Smackdown – NIST CSF vs Big Scary Monsters

Information Security Management Models

-- Recovery and Resilience – IT Context for Business Continuity

-- Risk Management Framework (NIST SP 800-37)

Writing and Editing for Computer Society Publications

-- Deming Cycle - Plan-Do-Check-Act

-- 1st Citation for ‘IT Risk and Resilience – Cybersecurity
Response to COVID-19’

-- OODA Loop (Joe Boyd, USAF Fighter Pilot)
-- NIST Cybersecurity Frameworks
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-- Random Cybersecurity Attack Simulation Model (RCSM)
-- Write Stuff
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A Writer’s Life –

Tech Day VI

3

Adding Attributes to Role Based Access Control reaches 500
citations on Google Scholar - https://lnkd.in/ew_BQaF
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https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg
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Cyberspace – Our Point of Departure – Wired Magazine (June ‘08) https://www.wired.com/2008/05/pentagon-define/
"More than two decades after novelist William Gibson coined the
term cyberspace as a 'consensual hallucination' of data... the
Pentagon has come up with its own definition,"* *Inside Defense
reports. "A May 12 'for official use only' memo signed by Deputy
Defense Secretary Gordon England... offers a 28-word meaning
for the term.“ It is decidedly "less poetic" than Gibson's
Cyberspace, England writes, is “a global domain within the
information environment consisting of the interdependent network
of information technology infrastructures, including the Internet,
telecommunications networks, computer systems, and embedded
processors and controllers.” *
*It is a far cry from the prose Gibson used in his 1984 novel
“Neuromancer” to describe cyberspace: “A graphic representation
of data abstracted from banks of every computer in the human
system. Unthinkable complexity. Lines of light ranged in the
nonspace of the mind, clusters and constellations of data. Like
city lights, receding.”
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IT 101 – What Problems Are We Trying to Solve?
Encryption

•
•
•
•
•

Identify ‘Fix-It’ areas in the program
Understand Current State (Remediation)
Improve ‘ad hoc’, ‘not my problem’ state
Reduce Program Risk
Improve Continuous Monitoring Process

IT
Governance
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Communications Recovery & Resilience
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Context of the Risk Assessment – AMS Products and Services – http://www.scramsystems.com
After a thorough independent audit, SCRAM Systems
has received ISO/IEC 27001:2013 certification for
alcohol monitoring, offender management, and
judicial management services in SCRAMnet, our
Software as a Service (SaaS) program. This
confirms that SCRAM Systems has implemented
internationally-recognized best practices and
standards for its Information Security Management
System (ISMS).
The certification complements the ISO 9001
certification for quality management systems (QMS)
acquired previously.
ISO is an independent, international organization that
develops standards to help businesses create and
deliver quality products, services, and systems. The
International Electrotechnical Commission (IEC)
develops standards for information technology (IT) and
information and communications technology (ICT).nt.

Tech Day VI

10

The ISO/IEC 27001 standard
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ISO/IEC 27001 Controls
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RISK MANAGEMENT
• Use Risk Matrix to
PROCESS – LIFE /
Prioritize
CYCLEactions and
expenditures. Most
economic value for each
risk considered.
• Nominate Tasks and
Expenditures for budget
allocation
• Implementation of
critical Infrastructure
https://www.ssh.com/compliance/cybersecurity-framework/

Cybersecurity shouldn’t be an afterthought
Cyberthreats should not be thought of just in the context of IT security and privacy design. Adequate
cybersecurity must involve the active participation of everyone in an organization, as well as users.
Approaches generally reflect some variation on the common-sense method of evaluating the problem,
preparing, acting, and assessing the results.
Federal agencies use the Risk Management Framework (RMF) to Assess and Authorize enterprise systems
The RMF model has been accelerated for Cloud Environments (RMF4CE)
Managers learn a Plan-Do-Check-Act (PDCA) cycle.
Fighter pilots are taught to Observe-Orient-Decide-Act (OODA).

In cybersecurity the latest incarnation of this common-sense approach is the popular NIST Cybersecurity
Framework (CSF), which teaches Identify-Protect-Detect-Respond-Recover.
As in other fields, these activities are intended to be performed in a continuous cycle, modifying plans and
actions as the organization learns from successes and failures.
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The FISMA Risk Management Framework.
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RMF For Cloud Environments
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RMF For Cloud Environments

https://www.fbcinc.com/e/FITSC/presentations/Iorga-FITSC-CSAT_with_RMFOSCAL.pdf
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ISMS PROCESS CYCLE – ISO 27001

IS POLICY
MANAGEMENT
REVIEW

SECURITY
ORGANISATION

PLAN

Establish
ISMS
ASSET
IDENTIFICATION
&
CLASSIFICATION

DO

ACT

Implement &
Operate the
ISMS

Maintain &
Improve

CORRECTIVE
&
PREVENTIVE
ACTIONS

CHECK

Monitor &

Review ISMS
CONTROL
SELECTION &
IMPLEMENTATION

CHECK
PROCESSES
OPERATIONALIZ
E THE PROCESES
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Plan Do Check Act (ISO 27001 Implementation Plan)

Tech Day VI

19

Risk Management - OODA Loop
Act
Accept, Transfer, Mitigate,
Remediate, or Avoid the risk

On the surface – and how many
people still interpret the OODA
model – it seems to be a simple
step-by-step loop. For our
purposes here, in this series, we
could reframe ‘Observe’ as
‘sense‘ – the process of sensing
out what seems to be happening inO
our world – and ‘Orient’ as ‘makesense‘ – literally ‘sensemaking’
from what we’ve observed – which
leads us onward to decide and
act, at which point we loop back to
sense and make-sense again.
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A

D

Decide
IT management goals for reducing risk
Recommended approaches
Allocate Budget and Resource

O

Observe
Requirements and Work Products

O

Orient (You are here)
Identify trends
Remember This?
Distill the areas of risk
Identify a coordinator
Streamline the process & incorporate best practices
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NIST Cybersecurity Framework –

From process view, cybersecurity starts from understanding the organization, its mission, its risk tolerance. Part of this is
understanding the organization's role in critical infrastructure. These are used to define roles, responsibilities, policies, and
processes. Cybersecurity is realized as technical controls, monitoring, and planned responses. The processes are reviewed and
improved based on experience.
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Which framework is right for my business?
 NIST Cybersecurity Framework vs ISO 27002 vs NIST 800-53 vs Secure Controls Framework
 It is important to understand that picking a cybersecurity framework is more of a business decision and less of a
technical decision. Realistically, the process of selecting a cybersecurity framework must be driven by a fundamental
understanding of what your organization needs to comply with from a statutory, regulatory and contractual perspective, since
that understanding establishes the minimum set of requirements necessary to (1) not be considered negligent with reasonable
expectations for security & privacy; (2) comply with applicable laws, regulations and contracts; and (3) implement the proper
controls to secure your systems, applications and processes from reasonable threats. This understanding makes it pretty easy
to determine where on the "framework spectrum" (shown below) you need to focus for selecting a set of cybersecurity
principles to follow. This process generally leads to selecting either the NIST Cybersecurity Framework, ISO 27002 or NIST
800-53 as a starting point:

https://www.complianceforge.com/faq/nist-800-53-vs-iso-27002-vs-nist-csf.html
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Global transformation caused by COVID-19
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Global transformation caused by COVID-19
Industry

Education

Response/Impact
Widespread closure of educational
institutions; access to labs is restricted;
projects have been mothballed; and
ﬁeldwork interrupted
Overcrowded hospitals, inability to
meet the demands on them

Response
Virtual learning environment (online teaching,
presentation, assessment, and consultation);
convocation online

Business

Closure of business, avoidance oﬁnperson retail shopping

Contact tracing, forecasting resource
requirements, allotment of scare resources based
on a patient’s survivability, COVID-19 vaccine
development, telehealth (online consultation with a
doctor or medical professional); automated
diagnosis
Adherence to social distancing, services online, work
from home

Industry

Closure of business, avoidance of inperson retail shopping

Work from home, remote operations, automation
and autonomous operation

Retail

Stores closed, only online service,
avoidance of retail shopping
Spike in demands from citizens for
assistance, disruption to normal
operations
Entertainment venues (parks,
cinema) closed, sports without
spectators
Lockdown

Online shopping, home delivery

Spirituality and
religious practices
Conferences

Healthcare

Government
Entertainment
Personal life and
social interaction
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Migration to online services

Underlying technology/
operation
Online video conferencing
software, virtual labs on cloud

AI, ML, cloud computing,
chatbot

Chatbot, drone delivery, online
meeting software, virtual
oﬃce/desktop, remote access to
work
Robots, automation, 3-D
printing
The Web, online payment,
contactless payment
Cloud, the Web, online
meeting application

Viewing online

Audio and video streaming,
virtual reality

Indoor activities

Phone, audio and video chats,
streaming, online gaming

Places of worship closed

Online participation, prayers from home, worship
through livestream

Audio and video streaming,
virtual reality

In-person conferences banned; virtual
conferences

Online presentation and discussion

Video streaming, virtual
conference software
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Global transformation caused by COVID-19
https://www.thinkcsc.com/nist-cybersecurity-framework/

The Ohio Data Protection Act
As a refresher, the Ohio Data Protection Act provides businesses that store or transmit personal
information a safe harbor in the event they experience a breach. However, you can only qualify
if you follow the NIST cybersecurity framework. This Act is a significant step forward for all
organizations interested in limiting their liability should a data breach occur. It offers clear steps
to organizations on what they must do to qualify for safe harbor under the Act. With or without a
pandemic, minimizing risk of liability while simultaneously establishing better protocols to
protect your customers and your data is a win-win.
Principals of a NIST-Based Cybersecurity Network
The threat landscape continues to grow more complex. As a result, cyberattacks are more
sophisticated than ever. New threats are discovered daily. The NIST framework is designed to
help you have a comprehensive cybersecurity strategy in place to protect your organization,
your people, your data, and your customers.

The principals of the NIST framework are:

•
•
•
•
•
•
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Use common and accessible language
Adaptable to many technologies, lifecycle phases, sectors, and uses
Risk-based
Based on international standards
A living document
Guided by many perspectives – private sector, academia, public sector
26

Global transformation caused by COVID-19

CYBERSECURITY FRAMEWORK (CSF)
CSF Core
Function

What processes and assets
need protection?

Identify

What safeguards are available?
Protect
What techniques can identify
incidents?

Detect

What techniques can contain
impact of incidents?
Respond
What techniques can restore
capabilities?
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Recover

Category
Asset Management
Business Environment
Governance
Risk Assessment
Risk Management Strategy
Access Control
Awareness and Training
Data Security
Information Protection Processes & Procedures
Maintenance
Protective Technology
Anomalies and Events
Security Continuous Monitoring
Detection Processes
Response Planning
Communications
Analysis
Mitigation
Improvements
Recovery Planning
Improvements
Communications

ID
ID.AM
ID.BE
ID.GV
ID.RA
ID.RM
PR.AC
PR.AT
PR.DS
PR.IP
PR.MA
PR.PT
DE.AE
DE.CM
DE.DP
RS.RP
RS.CO
RS.AN
RS.MI
RS.IM
RC.RP
RC.IM
RC.CO

Framework Core is a set of
activities, outcomes and
references that detail
approaches to aspects of cyber
security.
The core comprises five
functions, which are subdivided
into 22 categories (groups of
cyber security outcomes) and
98 subcategories (security
controls).
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Global transformation caused by COVID-19

CYBERSECURITY FRAMEWORK (CSF)
CSF Core
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Global transformation caused by COVID-19 - CYBERSECURITY FRAMEWORK (CSF) - Recover
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Big Scary Monsters - Global transformation caused by COVID-19

The Blob is an amorphous mass of alien
goo that appears in the 1958 film of the
same name. Appearing as nothing more
than a mass of red gelatin, this creature
possesses animalistic intelligence, acting
purely on the instinct to feed. It feeds on
flesh and gains mass as it consumes
other creatures

Tech Day VI

Them While investigating a series of mysterious
deaths, Sergeant Ben Peterson finds a young girl
agent Robert Graham and scientist Dr. Harold
Medford), he discovers that all the incidents are
due to giant ants that have been mutated by atomic
radiation. Peterson and Graham, with the aid of the
military, attempt to find the queen ants and destroy
the nests before the danger spreads.

The FUD Factor – Fear,
Uncertainty and Doubt

30

CSF Identify Categories related to COVID-19

Cybersecurity management response

Online resource

CxO Education (Security Architects
Partners)

https://security-architect.com/waking-up-to-the-newcovid-19-cybersecurity-reality/

COVID-19 Joint Acquisition Task Force

https://www.acq.osd.mil/jatf.html

https://www.cisa.gov/sites/default/files/publications/20
US DHS Cyber and Infrastructure Agency _0306_cisa_insights_risk_management_for_novel_co
(CISA)
ronavirus_0.pdf
NIST SP 800-46 Guide to enterprise
https://csrc.nist.gov/publications/detail/sp/800-46/revtelework, remote access, and BYOD
2/ﬁnal
security
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CSF Identify Controls for COVID-19

https://www.cisa.gov/sites/default/files/publications/20_0306_cisa_insights_risk_management_for_novel_coronavirus_0.pdf
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CSF Protect Controls for COVID-19 –
https://security-architect.com/waking-up-to-the-new-covid-19-cybersecurity-reality/

Rational Cybersecurity for Business The Security Leaders' Guide to Business Alignment Authors: Dan Blum
https://www.apress.com/us/book/9781484259511
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CSF Protect Controls for COVID-19 –
https://www2.deloitte.com/us/en/pages/risk/articles/5-actions-insights-cyber-security-privacy-covid-19.html

Exposure
• Phishing and Malware
• Remote Work Tools
• Shadow IT
• Remote Desktops
• Personnel Disruption
Remediation
• Security Monitoring
• Data Protection and Privacy
• Application Security / VPN for Telework
• Secure Privileged Access Management
• Risk-based Threat Monitoring Program
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CSF Detect Controls for COVID-19 - Threats and Vulnerabilities
Threats and Vulnerabilities provides industry example of the CSF Protect / Detect
examples listed here. They include: –
ZOOM bombing - Security and privacy vulnerabilities in teleconferencing software
allow trolling hackers to intercept authentication credentials and inject objectionable
content
COVID-19 phishing attacks – As reported in FBI bulletins there were fake, malicious
emails that appeared to be from the Center for Disease Control (CDC). They
contained malware attachments, or aimed to hijack user credentials.
Malware – An example of malware is a Corona Trojan overwriting master boot record
(mbr) and disabling hard disk storage. Ransomware attacks on healthcare systems
have been escalating during the pandemic.
Network Availability –While performance of core communication networks and
clouds remained satisfactory despite substantial increase in traffic, some
collaborative applications faced spikes in service outages

Threats and Vulnerabilities
ZOOM bombing
Spyware and Phishing
Malware and Phishing
Health Check – ISPs, Cloud
Providers, UCaaS During
Pandemic_
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Online Resource
https://delta.ncsu.edu/news/2020/04/02/zoom-security-and-privacy/
https://www.coalfire.com/The-Coalfire-Blog/March-2020/COVID-19-incites-cybercrimes-of-opportunity
https://www.webarxsecurity.com/covid-19-cyber-attacks/
https://www.networkworld.com/article/3534130/covid-19-weekly-health-check-ofisps-cloud-providers-and-conferencing-services.html
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CSF Detect Controls for COVID-19

Date

Description of cyber attack

Type of attack

4/8/2020

The exposure to compromised e-commerce websites is greater
than ever. 26% increase in web skimming in March.

Malware

4/8/2020

‘Latest vaccine release for Corona-virus (COVID-19)’ mall spam
spreads NanocoreRAT malware
NCSC Advisory: COVID-19 exploited by malicious cyber actors

Malware

Fake COVID19 website is spreading FirebirdRAT via fake DHL
emails
Rush to adopt online learning under COVID-19 exposes schools
to cyberattacks
Sophisticated COVID-19–Based Phishing Attacks Leverage PDF
Attachments and SaaS to Bypass Defenses

Malware

CDC Warns of COVID-19-Related Phone Scams, Phishing
Attacks

Phishing

4/8/2020
4/7/2020
4/6/2020
4/4/2020
4/4/2020

Social Engineering

Zoom bombing
Phishing, Malware

https://www.webarxsecurity.com/covid-19-cyber-attacks/
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CSF Respond Controls for COVID-19

Cybersecurity risk mitigations

Online resource

Organizational resilience (Deloitte)

https://www2.deloitte.com/content/dam/Deloitte/ce/Documents/aboutdeloitte/CoronaVirus_POV_People%20Technology%20Path_Central_E
urope.pdf

Legacy Software (COBOL)
Supporting Financial Systems

https://www.cnn.com/2020/04/08/business/coronavirus-cobolprogrammers-new-jersey-trnd/index.html

Fired Americans Send Unemployment https://www.bloomberg.com/news/articles/2020-03-25/ﬁred-americansWebsites Crashing Down
send-state- unemployment-websites-crashing-down

Tech Day VI

37

CSF Recover Controls for COVID-19

› Response strategy:
- review BC/disaster recovery plans;
- establish a crisis management office;
- develop a communications plan.
› Personnel management (health and safety):
o - enforce precautionary measures and revisit sick leave policies;
o - review/amend policies for remote work, including guidelines on travel;
o plan for absenteeism.
› Continuity of operation:
- rationalize technology projects and portfolios;
- equip your connectivity, security, and infrastructure for new traffic and use patterns;
- be ready for disruptions in your business and technology ecosystem.
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CSF Recover Controls for COVID-19 –
https://www.securityfeeds.us/pandemic-response-risk-and-resilience

Steve fends off the
encroaching Blob with a fire
extinguisher, which leads to
the discovery that the Blob
hates the cold. Steve relays
this info to the police, and
soon the people of
Downingtown band together
to take down the Blob.
There’s no way to kill the
Blob, so the Air Force stuffs it
in a giant box and dumps it in
the Arctic.
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Recovery and Resilience – IT Context for Business Continuity

“”Becoming Resilient ” Dejan Kosutic
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CSF Recover Controls for COVID-19 - https://www.acq.osd.mil/jrac/da2/index.html

The DA2 has assumed the interagency efforts for COVID-19 medical
resource acquisition previously coordinated by the DoD’s Joint Acquisition
Task Force (JATF). Nested within the Joint Rapid Acquisition Cell (JRAC),
the DA2 is poised to rapidly respond to the nation’s most urgent acquisition
needs in current and future national emergencies.
•DOD Awards $231.8 Million Contract to Ellume USA LLC to Increase Domestic Production Capacity
and Deliver COVID-19 Home Tests
•DOD Awards $69.3 Million Contract to CONTINUUS Pharmaceuticals to Develop US-based
Continuous Manufacturing Capability for Critical Medicines

•DOD Awards $110 Million Firm Fixed Price Contract Action to Puritan Medical Products to Increase
Domestic Production Capacity of Foam Tip Swabs
•DOD Awards $15 Million Firm Fixed Price Contract to Corning Incorporated to Increase Domestic
Production Capacity of Robotic Pipette Tips
•DOD Awards $4.8 Million Indefinite Delivery/Indefinite Quantity to a Calibre Scientific Subsidiary,
Anatrace, to Increase Domestic Production Capacity of COVID-19 Testing Reagents
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SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

Tech Day VI

https://www.cisa.gov/supply-chain-compromise
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 SANS Bulletin - Threat Actors Behind SolarWinds Used Multiple Attack Vectors - (January 29 & February 1, 2021)
 The acting director of the US Cybersecurity and Infrastructure Security Agency (CISA) says that “significant numbers of both
the private-sector and government victims linked to this campaign had no direct connection to SolarWinds.” The threat actors
multiple attack vectors. (Please note that the WSJ story is behind a paywall.)
 Read more in:
- www.securityweek.com: CISA Says Many Victims of SolarWinds Hackers Had No Direct Link to SolarWinds
- www.scmagazine.com: Does SolarWinds change the rules in offensive cyber? Experts say no, but offer alternatives
- www.scmagazine.com: As SolarWinds spooks tech firms into rechecking code, some won’t like what they find
- www.zdnet.com: SolarWinds attack is not an outlier, but a moment of reckoning for security industry, says Microsoft exec
- www.wsj.com: Suspected Russian Hack Extends Far Beyond SolarWinds Software, Investigators Say (paywall)
- arstechnica.com: 30% of “SolarWinds hack” victims didn’t actually use SolarWinds
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SUNBURST - Solar Winds ORION NMS APT Attack (2019 - 2021) - Oops

https://www.channele2e.com/technology/security/solarwinds-orion-breach-hacking-incident-timeline-and-updated-details
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NASA Visualization Shows a Black Hole’s Warped World
This new visualization of a black hole illustrates how its gravity distorts our view, warping its surroundings as if seen in a carnival mirror. The
visualization simulates the appearance of a black hole where infalling matter has collected into a thin, hot structure called an accretion disk.
The black hole’s extreme gravity skews light emitted by different regions of the disk, producing the misshapen appearance.
https://www.nasa.gov/feature/goddard/2019/nasa-visualization-shows-a-black-hole-s-warped-world
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1st Citation for ‘IT Risk and Resilience – Cybersecurity Response to COVID-19’

 Cyber attackers are taking advantage of COVID-19 anxiety to launch email scams, misinform and mislead unsuspecting
targets, and propagate harmful software using various threats. The trend beckons for a more proactive cybersecurity approach
to detect, prevent, and mitigate potential computer crimes. This paper proposes a Randomized Cyberattack Simulation
Model (RCSM), an enhanced cyber attack readiness checklist for tackling computer crimes in advance. The RCSM extends
traditional incident response and offers a pre-forensic guide as a precursor to the redefinition of cybersecurity in the post
COVID-19 digital era.
 Cyber attack incidents have been on a steady increase, with their impacts including rising financial implications [4] and millions
of dollars [5] in tangential losses. Most attacks occur even in the midst of traditional mitigation methods, using obfuscation to
evade [6] detection and gain persistence in the system [7]. Most recent cyber attacks use un-identified attack methods,
which make signature-based detection grossly ineffective [8], including the recovery approach proposed by Weil and
Murugesan [9].

Tech Day VI

47

Global transformation caused by COVID-19

Cyber attacks during COVID-19
• Spear phishing and SPAM email
• Malware
• Website highjack
• Website cloning
• Cyber espionage

Okereafor, Kenneth & Adelaiye, Oluwasegun. (2020). Randomized Cyber Attack Simulation Model: A Cybersecurity Mitigation Proposal for Post COVID-19 Digital Era. 05. 61-72.
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Global transformation caused by COVID-19

The RCSM provides an easy-to-reference set of best practices for incident response
teams to evaluate and assess, in advance, the IT infrastructure‘s resilience and
preparedness to neutralize malicious activities and resist spontaneous cyber attacks. As
a novel cyber attack simulation approach, it is designed to offer an instantaneous
checklist for the cyber defence preparedness of the organization, with the following key
features:

Okereafor, Kenneth & Adelaiye, Oluwasegun. (2020).
Randomized Cyber Attack Simulation Model: A
Cybersecurity Mitigation Proposal for Post COVID-19
Digital Era. 05. 61-72.
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1.
2.
3.
4.
5.
6.
7.

Proactively analyses the scope of vulnerabilities in critical applications.
Appraises the strengths and capabilities of existing controls.
Strengthens the organization‘s pre-forensic and cybersecurity functions.
Differs from a pre-scheduled vulnerability and penetration testing.
Deployed rather spontaneously in a typical security drill fashion.
Detects weak controls that must be compulsorily fixed in advance.
Evaluates how incident responders truly react to unexpected attacks.
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Global transformation caused by COVID-19
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
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Assessing Cybersecurity Response to COVID-19 – Blue Sky or Rain?
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IT Pro Special Issue on Communications Recovery and Resilience
https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg

IT Pro Special Issue on Communications Recovery and Resilience - Editor's Column" by Tim Weil, Bhuvan
Unhelkar, John Callahan, Jason W. Rupe, Keith Sherringham
Recovery and resilience are two sides worth exploring here: 1) the needs and challenges with recovering from disasters of all
types, and 2) how to enhance the resiliency of communication networks to provide better support in these difficult operations
https://doi.org/10.1109/MITP.2020.3031443 https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg

A Design for Resilient Datacenter Networks by Alan H. Karp, Paul L. Borrill
A key design goal is the ability to recover from network failures so fast that applications perceive an unbreakable network .

https://doi.org/10.1109/MITP.2020.3013511
The IT Challenges in Disaster Relief: What We Learned From Hurricane Harvey by Yun Wan, Qi Zhu
We also observed that organizations used ad hoc technology solutions to accommodate different relief project needs; an
integrated open-source system would not only save cost but also improve the overall productivity.
https://doi.org/10.1109/MITP.2020.3005675

Resilience in Smart City Applications: Faults, Failures, and Solutions by Jawwad. A. Shamsi
The paper concludes that for a cost-effective and feasible solution, an adaptive model is needed, which can enable resilience
measures as per the needs of an application. https://doi.org/10.1109/MITP.2020.3016728
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IT Pro Special Issue on Communications Recovery and Resilience
https://www.computer.org/csdl/magazine/it/2020/06/09250314/1oxkJTuIsMg
Enhancing Artificial Intelligence Decision Making Frameworks to Support Leadership During Business
Disruptions by Bhuvan Unhelkar, Tad Gonsalves
This article discusses enhancing the DLE with human experience resulting in a business disruption prediction framework.
https://doi.org/10.1109/MITP.2020.3031312

Preference Biased Edge Weight Assignment for Connectivity-Based Resilience Computation in
Telecommunication Networks" by Uthpala Subodhani Premarathne
Preference values bias the selection of node and edge-related attributes to compute the level of connectivity.
https://doi.org/10.1109/MITP.2020.3015961

Resiliency by Retrograded Communication-the Revival of Shortwave as a Military Communication Channel" by
Jan Kallberg, Stephen S. Hamilton
The concept of retrograding could give an operational advantage and create the ability to sustain communication in EW saturated
environment. https://doi.org/10.1109/MITP.2020.3029944

Resilience in Smart City Applications: Faults, Failures, and Solutions by Jawwad. A. Shamsi
The paper concludes that for a cost-effective and feasible solution, an adaptive model is needed, which can enable resilience measures
as per the needs of an application. https://doi.org/10.1109/MITP.2020.3016728

Elastic Resilience for Software-Defined Satellite Networking: Challenges, Solutions, and Open Issues by Bohao
Feng, Zhewei Cui, Yunxue Huang, Huachun Zhou, Shui Yu
We also discuss several key open issues to be urgently addressed, hoping to shed some light on this promising land.
Techhttps://doi.org/10.1109/MITP.2020.3019435
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Thank you for joining us!
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